Gua

Making Matrix feel like
WhatsApp
without centralizing it

Gua, an experimental messenger built on Matrix
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Welcome to Gua

Enter your phone number

ﬁ Sign in with a passkey

@ End-to-end encrypted




Signhing up with Gua
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Clara homeserver A

Welcome to Gua

Enter your phone number

=+ v

We'll text a verification code to this number.

ﬂ Sign in with a passkey

& End-to-end encrypted

Sam homeserver B

Welcome to Gua

Enter your phone number

e +55 v |

We'll text a verification code to this number.

ﬂ Sign in with a passkey

& End-to-end encrypted

GUA - ACTUAL APP FOOTAGE
Recorded on Gua's development test federation: two homeservers under one operator.



How Gua routes an account to a homeserver

Gua app

Which server
holds this
account?

s

Homeserver B
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Gua Resolver

knows which servers may host
accounts, where each account is
placed, and the routing policy

Homeserver A Synapse - MAS

another operator, eventually

Homeserver B selected for this account

Synapse

stock, unmodified

MAS

Matrix Authentication Service, Gua fork

N\




How Gua routes an account to a homeserver

Gua app

Which server (

holds this
account?

Homeserver B .

Gua Resolver

knows which servers may host
accounts, where each account is
placed, and the routing policy

Homeserver A Synapse - MAS

another operator, eventually
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Homeserver B selected for this account

Synapse

stock, unmodified

MAS
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Matrix Authentication Service, Gua fork

S

o OpenlID Connect login

Gua identity service
phone code, then PIN or passkey



How Gua routes an account to a homeserver

Gua app

Which server
holds this

account?

p
Gua Resolver

knows which servers may host

accounts, where each account is
placed, and the routing policy

Homeserver B

Homeserver A

another operator, eventually

e Matrix federation, standard

Synapse - MAS

A
I
I

¥

o Matrix client API: rooms, encryption

n

o Sign

in

After step 1 the resolver is out of the picture: it never carries messages.
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Homeserver B

Synapse

stock, unmodified

MAS

Matrix Authentication Service, Gua fork

N\
selected for this account

S

Gua identity service

o OpenlID Connect login

phone code, then PIN or passkey



Gua Resolver trustworthiness

TODAY

One operator, one key

asks over HTTPS
f Gua Resolver

—

O~ signs with my key

I reads

Signed list of servers

"Homeserver B"

Gua app

Signed routing policy

Public log of changes

The app verifies the TLS certificate and nothing
else.
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PROPOSED

Every operator signs its own records; every resolver mirrors all of them

Operator A node Operator B node Operator C node
Synapse - MAS - identity Synapse - MAS - identity Synapse - MAS - identity

O~ Resolver O~ Resolver O~ Resolver
writes and signs its own writes and signs its own writes and signs its own
records records records

publishes its own records, mirrors
the others'

The app asks any resolver and verifies the Open question
signature of the operator responsible for the

Two operators claim the same account
answer.

or number. Who is right, and how does
the app notice?

e e o e e o e e e e e e o e = o =



Ecosystem of Gua nodes

Proposed: everyday users on public nodes, organizations on their own nodes, all on Matrix.

Each node: Synapse - MAS - own identity provider - own resolver and
signing key

Each node: Synapse - MAS - own identity provider - own resolver and signing key

( !

I EVERYDAY USERS I : ORGANIZATIONS

|

: o

1 . . . | . . .

: Community provider Phone carrier ! : University Company Public agency
1 | :

| |

: Sign-up: phone number Sign-up: phone number : : Sign-in: campus SSO Sign-in: corporate login Sign-in: national digital ID
1 | :

| | 1

: Accounts for anyone, run by Hosts the accounts tied to : : Students and staff; Employees; federation Official accounts citizens can
: a non-profit or a local group its own numbers o federates with chosen open, limited or private verify

: : : partners

| L

| L

| L

| L

| L
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1 | 1

AY

Matrix federation - works today
rooms and encrypted messages between nodes

A
v

Identity and routing coordination between operators - proposed: where each account lives, which identifiers an operator may host, verified official accounts

—_——

One app and one contact list for all of it: Clara, on a community node, messages the driver licence office on the agency node and never sees a server name.
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Gua

Can we hide the homeserver from the user
without creating a new central authority
everyone has to trust?

gua.global github.com/Gua-ra

Website and beta sign-up: try the prototype yourself. The code so far, and the road ahead.
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